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COMPUTER FORENSICS
(Computer Science and Engineering)
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Part- A (25 Marks)

"'""" ."". :""'.."-'" i"""" ,"-^. :.""" ."-".1.h):'i""lvhatisCo*nplrtbrForensic$t'i""'i i',:'t,'"i
b) What are the problems of computer forensic evidence?
c) What is data seizure?
d) How do you preserve the digital crime scene?
e) What is steganography?

9:, i..:Fxplain initialxesponse and€,xf€osive-respoyrsp.fipld kits?
gi" ::."What is thd iiebitr of comput6fifok6nsics 1ss1s?:' i""' I

h) Explain e-mail crimes.
i) What is whole disk encryption?
j) Explain FAT disks.

2.a) Explain the Steps taken by Computer Forensics Specialists.
b) Describe how computer forensics is used to assist human

proceedings.
j...,i'":i i""., i'.:: 1."",1".:: oR !...,:":::'. t': ;; ;. "

3. a)' 
. "' Expl ain thE ioitif uter evi den ce' proces si n g pio'ced irres.

b) Discuss the role of back-up in data recovery.

4.a)

h)

Ng!9,...]nis question p?per contains.two parts A an{."P....

1.,:' i-.'Fart A is l.oi:fuifulsory whicli"";barries 25 i:t"prtr. Rnswer.,.all:l questions
'""""Part B consists of 5 Uniis:'Answer uny'orr6''full questi,cn'"frorn each

question carries 10 marks and may have a, b, c as sub questions.
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5.a)

b)

6.a) Describe the methods of performing a remote acquisition.

!,),,".,pxplainthe."sJandardprocedures.fornetwork.forensics. i..".
i"i:" 1...1 i.':" i:..1 i",;"!..'l OR |",:"i.."i !.-:"7.a) Explain the guidelines for seizing digital evidence at the scene.
b) Describe how to secure a computer incident or crime scene. Is+5]
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8.i1,.' In detail explainthe tasks peiforr"ned by comp.iter,fbrensics tools. ., ,. ., ,'.[,10] :...1.' 
OR ,..,,. :..: : i ;.-: - :".

9.a) Describe the tasks in investigating e-mail crimes and violations.b) Explain the procedure for acquiring data from mobile devices.

19,,+). .P*plain the.struglure of new.tgc.hnology file.sysrem(NTFS) diqtcs,

:.?i,.'P"tcribe the'uiorking of wfu*dd.wF registry. i:,,, i.:,1 l:,,, 1..:l

r r.a r*plain the *r"."r"o ,,** ,.ror. 
" oil i -'" i"'"; I " ""'"

b) Explain the role of virtual machine in computer forensics.
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