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' 
COMPUTER FORENSICS ]

. .: (ComputerSiience and Engineering)

Note: This question paper contains trvo parts A and B'
part A is cornpuisory rvhich carries 25 rnarks. Ansu'er all qLrestions itl Part A' [)art B

consists of 5 Units. Answer any one full question fiotll each Llnit. Eaclr qLtestiorr

carries 10 marl<s and may have a. b' c as sub qLrestions'

5. Discuss the following:
a) Types ofevidence
b) Volatile evidence
c) Collection obstacles.

6.a) How evidence is collected in

b) Explain, I-low to store digital
private sector incidents? E,xplain.

evidence.
OR
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1.a) Who are all involved in CFX-200rJ experiment?

b) What is data recoverY?

c) What is the real cost of a stoletr laptop or PC?

d) Write evidence collectiotl optiotls'')

e) Write short notes on stegantlgraplll'
t, , 0 Elaborate DiD and discLrss its fbcLrs

, ' g) How ntany vva)'s that we call isolate a rrobile dei'ice

hi Explain the Roles o1'Client and Server in Ernail'

i) List the items contained in the F-A'l- table

it E,xPlain the f-eatirres of NTF S'

PAITT.I]

). [:xplaip tltc ti)ii()\\ ing bLrsirte:: ut)i1)f)l.1lul'lirrt.-rrsic: lee iltl.llr.rgr

a) C-r'catitlu f.i':lci'ltbIe c-Icctt'tItr ic ti 'lcttti.lctli:;

b) Irore nsic serv ices.avarlabic
0lt

3.a) J:xpiain Bacli-up and Recorcr-,- SolLitiotl (RItS) irr tlctaiL

bj DiscLrss the tvpes of 1au,' enfbrcernent colnpLltct' lille rlsic tcchtlolog-r

4.a)

b)

DisctrSS clo's ancl clon'ts ttsirlg the prececl inu tlvc rttles ol-cr icie ncc'

State and exp lain the resporlsi b i l i ties ol cert ilicatiotr nttthorit ies'

oR

7.a) How are standard procedures cleveloped 1'or neti'i'orl< forensics? Explain

bi Discuss the process of validating forensic data'



8.a) What are the tasks performed by cornputer forensics tools. discrrss anv trvo taslis in detail.

b) Exptain computef forensics ha|dware tools in detail. [5-51
OR

. ';, ,9.a) Whatrisapersonaidigital assistant?Whataretheditferenttypesofperiphcral rrreirlor-\'

, : " cards USed with PDAs?
t) Discuss the need olcornputer fbletrsics tools. 15-51

10.a) Describe Microsotl file structLtres.

b) Explain how the Window's Registry rvorks. l-5+51

OR

, ,l I . DiscLtss the following:

b,; Disl< drivers. 15 5l
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